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In this webinar we will review: 

• Examples of, and statistics around, actual incidents and how 
they apply to our legal vendor context 

• Benchmark performance data of the specific, real-world cyber 
threats that result in these types of breaches 

• Strategies to improve your risk-based decision making regarding 
outside counsel and legal vendor cyber risk 

Today’s Webinar  
Overview 
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What is the most common way data 
breaches occur in Professional 

Services firms? 

Audience Question: 



- Most common attack pattern on 
Professional Services Firms “are driven 
by the use of stolen credentials” 
 
- “Large” firms (> 1,000 employees) 
suffer incidents at a rate of more than 
20x that of “Small” firms (< 1,000 
employees) 

-Source:	2020	Verizon	Data	Breach	Investigations	Report	
May	2020	



On Attackers 
Clever vs. Sophisticated; Opportunistic vs. Targeted 

https://xkcd.com/2176/	

•  Attackers are generally:  
‒ Clever, not sophisticated 
‒ Looking to optimize (lazy) 

•  As a result, most attacks are 
Opportunistic (as opposed to 
Targeted) 

•  Existing data channels abound, 
requirements for access remain 
‒ A hacker’s ability to make a 

message appear on your screen. 



•  “Risk Exposure” 
‒ “Exposed” S3 Bucket 
‒ “Left data exposed” 
‒ Opportunistic vs. Targeted 

• Risk Response:  
‒ Implement Compensating 

“Controls” to mitigate risks 
(both known and unknown) 

The Attacker’s View An Organization 
How Leaks Actually Happen 
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Security	Metrics	
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• 13 law firms targeted 
‒ Report didn’t disclose which firms 

or how many attorneys 
• Example Attack Pattern:  

Pornography Subscription 
Confirmation Email 
‒ Phishing Email 
‒ Highly Likely to Spur Action 
‒ Would be less likely to be 

reported to IT department due to 
social moirés 

• Compensating Control:  
‒ Multi-Factor Authentication 

How Breaches Actually Happen 



Sophisticated Attacks Still Exist 
Same Vectors, Different Approach 

•  Importance of Email in Legal 
Vertical 
‒ Average firm has 4 email servers 

• Compensating Control:  
‒ SPF, DMARC, etc. – but must be 

configured for custom domains 



Targeted Attacks 
Operation Fox Hunt 



•  Just because you’re not doing work you might consider 
sensitive with the firm doesn’t mean the firm isn’t doing 
sensitive work for someone else. 

Your Firms are Their Firms 
Transitive Nature of Threats, Targeting 



How do I avoid these 
risks in my portfolio? 



Your Goal 
Realistic Cyber Risk Management 

• Minimize Opportunistic Attacks 
Against Legal Vendors 
‒ Understand cyber risk exposure 

• Leverage Expertise You 
Already Have: 
‒ The makeup of your portfolio 
‒ Value of outside counsel to your 

business 
‒ Metrics that help drive analysis: 

•  Matter type, number of matters, 
spend, etc. 



Cyber Risk Exposure 
Scope and Approach: What to Measure 
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Security	Metrics	

At-Risk	Digital	Identities	

Objective:		
Consistent	data	analysis,	without	influence	from	the	
organization,	that	can	stand	on	its	own	and	be	evaluated	
in	an	absolute	fashion	
	
External:			
Gathered	from	publicly	viewable	aspects	of	an	
organization’s	IT	infrastructure	
	
Discreet:		
Passively	performed.	No	illegal,	unethical,	or	otherwise	
unallowed	activity	i.e.	no	‘hacking’	or	behind	the	firewall	
intrusion,	etc. 



•  Identify	extent	of	organization’s	‘Attack	
Surface’	

•  Examine:	
‒  Domain	registrations	
‒  Hosting	Providers	
‒  Hosting	Countries	

•  The	“Property	Lines”	of	the	target	
organizations	digital	“Address”	

 Digital Footprint 



•  Examine	the	objective	data	from	the	“Digital	
Address”	

•  Identify	known	vulnerabilities,	configuration	
issues,	unpatched	systems,	or	other	material	
weaknesses	

•  Can	be	used	in	comparison	to	other	vendors	

‒  You	don’t	want	to	be	the	worst	looking	
house	on	the	block…	

 Security Metrics 



•  Sources:	Leaks,	dumps,	hacks,	posts,	or	chats	
from	forums,	boards,	web	sites	or	other	
repositories	

•  Often	data	that	is	considered	part	of	the	
“Dark	Web”	

•  May	be	caused	by	a	breach	of	the	target	
organization,	or	a	third-party	related	to	it	

 At-Risk Digital Identities 
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•  Increased Velocity, Reduced 
Friction 
‒ Quantify Cyber Risk Exposure 

without the need to engage 
directly with firms 
‒ Focus your limited resources 

for additional diligence 
 
 •  Enhance analysis with details 

about your portfolio (spend, 
matter type, number of matters, 
etc.) 

•  Prioritize action based on 
“inherent risk” or calculated 
“business impact” 

External Cyber Risk Analysis 
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• How can you better avoid risk? 
‒ Make cyber risk exposure part of your onboarding and due 

diligence 
•  If it isn't already, build data governance into your tracking 

measurements 
•  If you can't, having clarity on impact of the firms to business units is 

the next best measurement 

•  What are some quick wins? 
‒ Discuss with stakeholders around legal vendors and the impact of a 

breach on business units 
‒  Prioritize your portfolio 
‒  Establish internal thresholds and expectations for cyber risk posture 
‒  Engage resources (internal or external) to understand cyber risk exposure 

Operationalize the Data 



• Understanding cyber risk exposure and its potential impact 
enables you to facilitate the conversation about cyber risk – 
internally and externally 

• Our next webinar will cover: 
‒ Building a Legal Vendor Cyber Risk Program with Prudential Financial  
‒ Successful Models for Engaging with Firms and Internal Stakeholders 
‒ How to think through a maturity model to ensure you understand how 

to approach your portfolio 
•  Join us on 7/22 for all this and more! 

Conclusion and Questions 
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